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Abstract
The Clinical Lab 2.0 (CL2.0) Lab-Initiated Care Model represents a transformative

, Myra Wilkerson, MD, FCAP®

initiative designed to establish a global, publicly accessible repository of

aggregated, deidentified laboratory data linked to patient outcomes. This model
seeks to overcome limitations inherent in single-site datasets, fostering the

development of generalizable, predictive artificial intelligence (Al) models that

significantly enhance care optimization, diagnostic stewardship, proactive

comprehensive nine-step business canvas (1).

Integration of Raw Data Aggregation with CL2.0 Value Proposition

The CL2.0 initiative’s ambitious goal of creating a
global repository of aggregated, de-identified
laboratory data, paired with critical outcomes
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prediction, and population health management. This document outlines detailed
steps to establish the necessary governance, technical resources,
methodological frameworks, and illustrates synergies with the model’s

information, closely aligns with the specific elements

detailed in the nine-step business canvas model

shown in Figure 1.
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Figure 1. A Nine-Step Business Model Canvas developed by the Project Santa Fe Foundation Pathology Informatics Al Committee.
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This synergy can be clearly demonstrated through
each canvas component:

Value Propositions

The foundation of the CL2.0 model’s value
propositions, including real-time data analytics, early
detection, enhanced stewardship, actionable
intelligence, and predictive analytics is significantly
strengthened by the raw data aggregation initiative.
The establishment of a comprehensive and globally
sourced dataset directly enables sophisticated Al-
driven analytic methods, which thrive on diverse,
representative data rather than site-specific or
narrowly defined cohorts. Literature consistently
demonstrates that single-site datasets often fail to
capture sufficient biological variability, leading to
poorly generalizable Al models (2-7).

Aggregating data from varied global sources
facilitates robust risk stratification and enhanced
predictive capabilities, directly addressing care
variation through evidence-driven diagnostic
stewardship. Such a repository underpins the
predictive analytics capabilities fundamental to
proactive patient management, optimizing health
outcomes by identifying disease patterns and
intervention opportunities long before clinical
symptoms become apparent.

Critical Mass of Data and Trust via Non-Profit
Stewardship. No single institution, no matter how
large its catchment area or specialty focus,
possesses a sufficiently diverse or voluminous
dataset to develop machine-learning models that
remain reliable when deployed across
heterogeneous populations, laboratories, and care
settings. This intrinsic scarcity of representative data
underpins the CL2.0 initiative: by pooling de-
identified laboratory, clinical, and outcomes records
from a domestic and global network of contributors,
the consortium achieves the statistical power and
demographic breadth required for truly generalizable
insights. Positioning CL2.0 as a mission-driven non-
profit further strengthens the value proposition;
prospective contributors are far more willing to share
sensitive data with a neutral, transparently governed

entity than with a for-profit vendor whose motives
might be perceived as purely commercial. The non-
profit model thus amplifies trust, accelerates data
sharing, and ultimately enables the creation of high-
impact analytics and decision-support tools that
would otherwise remain out of reach.

The value creation process is enabled by the
establishment of a global CL 2.0 repository with
associated services and web-queried tools.

Customer Segments

Aggregating raw data from numerous global labs
creates immediate and practical value for diverse
customer segments identified within the business
canvas:

Public Health Systems: Globally aggregated
laboratory data allows public health entities to better
understand disease epidemiology, thereby enabling
more effective population-level interventions and
resource allocation.

Illustrative Vignette — Detecting an Environmental
Cancer Cluster

Dr. Elena Ramirez is an epidemiologist in the
Cancer-Control Division at Mid-Lakes Health
System (MLHS). Each month she reviews regional
cancer trends using the CL2.0 repository’s secure
web dashboard. On a routine query she pulls five
years of de-identified pathology results for
urothelial (bladder) carcinoma, mapped by ZIP
code and normalized for age and sex. The
dashboard compares MLHS data with national
incidence rates derived from the full CL2.0
dataset. Overall rates look typical, but a built-in
spatial-temporal scan (Poisson model, 999
Monte-Carlo replications) flags a statistically
significant hotspot consisting of three adjacent
ZIP codes along the Cedar River. Digging deeper,
Dr. Ramirez overlays laboratory biomarker data
also stored in CL2.0 dataset. Patients in the
hotspot show creatinine-adjusted urinary arsenic
and serum p-anisidine levels in the 95th
percentile statewide. The affected ZIP codes
share a municipal water source downstream from
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a decommissioned dye plant. Armed with this
evidence, Dr. Ramirez convenes MLHS leadership
and local public-health officials. They launch
targeted water testing, community outreach, and
an early-screening program. Within six months
water samples confirm elevated aromatic-amine
contaminants; remediation begins, while CL2.0
captures pre- and post-remediation data to refine
its exposure-risk models. For MLHS, the
investigation demonstrates proactive population-
health management, fulfills community-benefit
obligations, and yields a publishable study. For
the CL2.0 repository, it adds rich outcome data
that improves environmental-exposure prediction
models, illustrating the reciprocal value that
motivates sites to contribute their de-identified
laboratory data.

Healthcare Networks: These networks directly
benefit from a global dataset that facilitates the
creation of highly generalizable Al algorithms capable
of predicting disease progression and outcomes
across diverse patient populations, thus directly
addressing population health management goals.

Illustrative Vignette — Overcoming Local-Model
Limits in Hepatocellular Carcinoma (HCC) Risk
Prediction

Background. Dr. Victor Chen, a data scientist at
Lakeside University Medical Center, has spent two
years refining a machine-learning model that
predicts the emergence and onset time of
hepatocellular carcinoma (HCC) in patients with
chronic hepatitis C (HCV). On his center’s internal
dataset, the model performs superbly (AUROC =
0.92), enabling clinicians to triage costly direct-
acting antiviral (DAA) therapy toward those most
at risk.

The problem. When Victor deploys the model at
neighboring hospitals, performance falls below
0.70—and sometimes little better than chance on
cohorts from the Southwest and Appalachia. He
discovers that Lakeside’s data lack the genetic
diversity, comorbidity patterns, alcohol-use
prevalence, and environmental cofactors present

elsewhere; the model’s elegant internals cannot
compensate for its parochial training data.

Turning to CL2.0. Through IRB-approved access,
Victor queries the CL2.0 global repository and, in
one afternoon, secures a de-identified HCV/HCC
dataset from sixty health-system contributors on
four continents:

Demographic breadth: East Asian, African
American, Latino, and Indigenous populations.

Viral-genotype variation: balanced representation
of HCV genotypes 1-6.

Environmental signals: linked county-level
aflatoxin exposure indices and obesity rates.

Treatment histories: standardized timelines of
DAA initiation and sustained-virologic response.

Results. Retrained on this aggregated dataset, the
revised model retains an AUROC > 0.90 locally
and 0.88-0.91 on every external cohort. Feature-
importance plots reveal predictors including
baseline platelet count and a-fetoprotein slope.
Both predictors were under-represented in
Lakeside’s original data.

Impact. Lakeside joins a multi-center trial in
which DAA allocation is guided by Victor’s model,
projecting $3 million in annual drug-cost savings
while preventing an estimated forty-five late-stage
HCC cases. The vignette illustrates how CL2.0’s
globally sourced data transform a promising but
local model into a nationally scalable tool for
precision-therapy triage.

Medical Laboratory Professionals: Lab
professionals gain access to datasets large enough
to validate innovative diagnostic approaches,
significantly enhancing the practical applicability and
robustness of laboratory-driven diagnostic
interventions.

Illustrative Vignette — Accelerating Optical
Genome-Mapping Validation with CL2.0

Setting. North Harbor Molecular Diagnostics
(NHMD) is preparing to introduce optical genome
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mapping (OGM) on the Saphyr platform.
Regulatory guidance requires establishing
baseline sensitivity, specificity, and indel /
structural-variant (SV) mis-call rates across at
least two hundred well-characterized patient
genomes. NHMD'’s archive holds only twenty-eight
previously analyzed samples and thus is far short
of the statistical power needed for validation.

Pain Point. Commercial reference panels exist
but cover limited variant spectra and lack ethnic
diversity. Without broad population data, NHMD
cannot certify performance for rare inversions,
complex insertions, or balanced translocations.
Capital outlay for additional wet-lab sequencing
would exceed $400,000 and delay go-live by one
year.

Leveraging CL2.0. Through the CL2.0 portal,
NHMD’s laboratory director submits a structured
request for “OGM validation cohort: n =250
genomes, including >40% non-European
ancestry, with paired NGS truth sets.” Within days
the repository returns de-identified datasets from
seven contributing centers:

e Variant catalogue of 31,600 indels, 4,800
large SVs, and 160 chromothripsis events.

e Ground-truth calls generated by long-
read sequencing or orthogonal
cytogenetics.

e Metadata on ethnicity, sample source
(blood vs. bone marrow), and disease
context (e.g., acute leukemia,
constitutional disorders).

Validation Workflow Enabled. NHMD simulates
in silico OGM runs using CL2.0’s FASTA-plus-BNX
bundles, computing:

1. Per-variant sensitivity/specificity stratified
by size (<500 bp, 500 bp-10 kb, >10 kb).

2. Platform-specific noise profiles for GC-
rich regions and segmental duplications.

3. False-discovery rates for each SV class—
insertions, deletions, inversions,

translocations—benchmarked to
community-accepted thresholds.

Outcome. NHMD completes its OGM analytical-
validation dossier in six weeks, demonstrating:

e Overall sensitivity of 97.4% (95% CI: 96.1-
98.3) and specificity of 98.9% (95% Cl:
98.1-99.4).

e Indel mis-call rate is reduced to 1.1% after
bioinformatic re-tuning using CL2.0 noise
profiles.

e Compliance with CAP/CLIA and ISO 15189
validation requirements for diverse
populations.

Value Realized. The CL2.0 repository saves
NHMD $350,000 in wet lab costs and advances
clinical launch by nine months. Contributing sites
gain reciprocal access to NHMD’s post-launch
performance metrics, enriching the repository and
closing the validation-knowledge loop for OGM
worldwide.

Educational Institutions: Academic institutions will
utilize these broadly representative datasets for
training and validation of advanced Al models,
supporting educational objectives and fostering
innovations in diagnostic Al.

Illustrative Vignette — Building “Spiked” Training
Sets for a Clinical Data-Science Elective

Setting. Riverbend College of Medicine (RCM)is a
smaller medical school with limited in-house data
resources. To launch a new fourth-year Clinical
Data Science rotation, RCM'’s faculty need access
to rich datasets exhibiting clear, instructive
disease patterns. Their challenge is that RCM’s
local laboratory information system houses only
35,000 patient episodes and is insufficient for
robust machine-learning exercises.

Leveraging CL2.0. Through the CL2.0 portal, Dr.
Priya Das, course director, requests two “training”
datasets:

1. Cardiometabolic Cohort: 20,000 routine
metabolic-panel records plus 2,500
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curated cases of familial
hypercholesterolemia (FH), each tagged
with genetically confirmed LDLR/APOB!
mutations.

Infectious-Disease Progression Set:
15,000 baseline complete blood counts
plus 1,800 longitudinal cases of acute
promyelocytic leukemia (APL) with serial
cytogenetics and therapy milestones.

CL2.0’s request wizard automatically

balances age, sex, and ethnicity across
the background population,

embeds the spike cases at a configurable
prevalence (5% in each set), and

returns fully de-identified CSV + FHIR
bundles with accompanying outcome
fields.

Rotation Activities. During the four-week elective,

students:

1.

Exploratory Data Analysis. Verify spike
prevalence, visualize laboratory-value
distributions, and detect class imbalance.
Feature Engineering. Derive ratios (e.g.,
Low Density Lipoprotein/High Density
Lipoprotein), trend slopes, and mutation-
status flags. See endnote for details.
Model Building. Train gradient-boosting
and transformer models to (a) predict FH
at first presentation and (b) forecast time-
to-remission for APL.
Generalizability Testing. Pull an external
validation split from CL2.0 (different
regions) to assess model drift.
Ethics & Bias Review. Analyze
performance across demographic strata
(8).
Outcomes. Students graduate the rotation
having:
e experienced end-to-end clinical
workflows on realistic data scales,
e published a GitHub repository of
reproducible Jupyter notebooks, and

e presented model-explainability
posters at the state ACP conference.

RCM'’s faculty note that building comparable
teaching datasets in-house would have taken
months of curation and IRB negotiation. With
CL2.0’s globally sourced, disease-spiked cohorts,
the school delivers a high-impact educational
experience while reinforcing the consortium’s
value proposition of democratizing access to rich
laboratory data for training the next generation of
physician-scientists.

Channels

The initiative leverages established channels outlined
within the business canvas such as governmental
healthcare infrastructure, payer networks, healthcare
conferences, and academic outreach programs.
These channels are instrumental not only for the
dissemination of aggregated data but also for
fostering engagement and participation in data
contribution, further increasing the diversity and
utility of datasets.

Channels - lllustrative Benefits of a Shared Data
Conduit

e Government Healthcare
National and regional health ministries obtain
near, real-time dashboards of disease-burden
trends and laboratory-confirmed outbreaks,
enabling evidence-based policy, rapid
allocation of resources, and early public-
health interventions.

e Academic Outreach
University researchers tap into de-identified,
multi-institution datasets to conduct high-
impact studies with greater statistical power
and generalizability, strengthening grant
proposals and accelerating peer-reviewed
publications.

e Payers
Insurance providers, accountable-care
organizations, and health systems taking on
risk under other payment models refine risk-
adjustment models and design value-based
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reimbursement schemes by correlating
laboratory markers with long-term outcomes,
ultimately reducing avoidable costs.
Healthcare Conferences & Public
Demonstrations

Scientific meetings showcase benchmark Al
models trained on the shared repository,
facilitating reproducible research, fostering
collaborations among disparate health
systems, and raising the overall standard of
discourse.

Educational Institutions

Medical schools and residency programs
integrate teaching datasets—complete with
realistic disease patterns and outcomes—
into curricula, giving trainees firsthand
experience with large-scale, real-world data.
Professional Associations

Specialty societies (e.g., pathology, oncology,
endocrinology) use aggregated data to
publish consensus guidelines, update
diagnostic criteria, and create continuing-
education modules rooted in contemporary
evidence.

Public Health Agencies

Agencies such as the CDC or ECDC leverage
centralized laboratory signals and outcome
correlations to enhance surveillance
systems, detect environmental exposures,
and guide targeted screening campaigns.
Patient-Advocacy Groups

By accessing anonymized aggregate
statistics, advocacy organizations gain
objective metrics to support awareness
campaigns and policy lobbying, emphasizing
unmet needs in diagnosis, treatment, or
resource allocation.

Industry Partners

Diagnostic-device and pharmaceutical
manufacturers analyze population-level
performance metrics to identify gaps in care,
design post-marketing studies, and
accelerate regulatory submissions with real-
world evidence.

o Digital-Health Platforms
Telehealth and electronic-health-record
vendors integrate standardized laboratory
and outcomes data into clinical-decision-
support tools, improving on-screen triage
alerts and personalized-care
recommendations across client sites.

Customer Relationships

Successful implementation of the global aggregation
initiative inherently strengthens relationships with
healthcare systems, governmental agencies, payers,
and community organizations. These stakeholders
benefit directly from improved clinical decision-
making tools, leading to tangible health outcomes
and cost savings. Furthermore, involving
stakeholders in data governance processes builds
trust, reinforces transparency, and ensures sustained
collaborative engagement.

Illustrative Vignette — Data-Science Service Desk
Strengthening Customer Relationships

Context. The CL2.0 consortium has established a
dedicated Customer Support Data-Science
Team—a first-of-its-kind “service desk” staffed by
data scientists, clinical informaticians, and
prompt-engineering specialists. Their sole
mandate is to help member institutions unlock
value from the de-identified CL2.0 repository
through guided data-mining sessions that leverage
state-of-the-art Al and large-language-model
(LLM) tooling.

Engagement Scenario. River View Hospital
(RVH), a 380-bed community facility, wants to
explore whether its unexpectedly high 90-day
readmission rate for heart-failure patients is linked
to specific laboratory patterns or comorbidity
clusters. Lacking in-house analytics expertise,
RVH opens a ticket with the CL2.0 service desk.

Service-Desk Workflow.

1. Scoping Call. A CL2.0 data scientist meets
with RVH clinicians to frame the question and
define inclusion criteria lab testing (e.g., NT-
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proBNP, eGFR", and sodium levels, plus ICD-
10 codes for CKD and diabetes). See
endnotes for details.

2. LLM-Assisted Query Generation. Using a
secure, offline LLM fine-tuned on CL2.0’s
schema, the support team converts clinical
criteria into optimized SQL/FHIR search
templates, ensuring privacy and execution
efficiency.

3. Interactive Data Exploration. Via a shared
Jupyter Lab workspace, the team guides RVH
stakeholders through exploratory
visualizations—UMAP embeddings and SHAP
value heatmaps—to pinpoint lab-derived
phenotypes associated with high readmission
risk.

4. Insight Delivery. Findings reveal a subgroup
with mildly elevated creatinine and
hyponatremia that carries a 2.1-fold higher
readmission odds ratio. The service desk
produces a PDF report and a portable
dashboard RVH can embed in its EHR
analytics layer.

5. Capacity Building. The data-science team
schedules a follow-up workshop, teaching
RVH quality-improvement staff how to adapt
the LLM query templates for future projects,
thereby fostering self-service analytics
competency.

Relationship Value. RVH gains actionable
insights without hiring additional FTEs, reducing
heart-failure readmissions by an estimated 12 %.
For CL2.0, the engagement deepens trust,
boosts platform stickiness, and generates a
service-desk fee that funds ongoing LLM-tool
enhancement. This effort creates a virtuous
cycle in which every client’s success accelerates
the consortium’s collective analytic maturity.

Revenue Streams

Aggregating large-scale laboratory datasets expands
potential revenue opportunities identified in the
canvas, notably in areas such as subscription-based
Al tools and collaborative research grants. These
datasets, by virtue of their breadth and quality,

become highly valuable commodities for academic,
governmental, and industry partners who seek
access torich, representative data to train and

validate their analytical models. At the same time,
the datasets provide a sustainable revenue model

supporting ongoing repository maintenance and
growth.

Revenue-Generating Use Cases and Shared-
Savings Model. The CL2.0 repository can be
queried to unlock mutltiple incremental revenue
streams that can be shared with participating
clients while sustaining the consortium’s
operating budget. For example, built-in denial-
management analytics can mine historical claim
rejections to identify laboratory billing
submissions that initially failed to post, flagging
those most likely to be reimbursed upon
resubmission when paired with strategically
augmented clinical evidence (e.g., reflex test
results or comorbidity codes). The resulting
“found revenue” is returned to the client under a
shared-savings agreement, with a modest
performance fee (e.g., 10-15 %) retained by the
CL2.0 consortium. Similar revenue-sharing
models arise from (i) licensing de-identified,
aggregated reference datasets to IVD
manufacturers for assay clearance studies, (ii)
offering premium benchmarking dashboards that
hospitals purchase to compare quality and
turnaround metrics against national peers, and
(iii) providing subscription access to real-time
antimicrobial-resistance forecasts that enable
pharmacy departments to optimize formulary
spend. These diversified income channels not
only defray day-to-day operating costs but also
fund continuous data-product innovation, thereby
enriching the service portfolio for all consortium
members.

Key Resources

Establishing the aggregated data repository aligns
closely with and significantly enhances existing key
resources. The initiative bolsters clinical knowledge
bases, strengthens existing integrated IT systems
through interoperability standards, and leverages
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current Al infrastructure investments. It enhances the
capacity for data science expertise by providing
unparalleled access to diverse and comprehensive
datasets essential for model development and
validation.

Activities

The comprehensive aggregation initiative directly
supports key activities outlined in the business
canvas, particularly those related to the development
and validation of Al models. The availability of
globally sourced data directly improves model
performance and generalizability, addresses public
health gaps through robust analytics, and aids in
curriculum development by providing real-world data
scenarios for training healthcare professionals in Al-
enabled clinical decision-making.

Partnerships

Comprehensive data aggregation inherently
necessitates and fosters strategic partnerships.
Collaboration with public health agencies, diagnostic
laboratories, payers, academic institutions, and
professional associations such as the Association for
Pathology Informatics and the Australasian Institute
of Digital Health are essential to ensuring broad
representation, transparency, and effectiveness of
the repository. These partnerships facilitate the
exchange of best practices, regulatory alignment,
and development of shared standards for data
governance.

Cost Structure

Finally, the detailed cost structure components, such
as data stewardship, training, pilot programs, and
integration costs, benefit from efficiencies gained
through centralized data aggregation. Investments in
data infrastructure and stewardship are justified by
the subsequent efficiency gains and improved
clinical outcomes enabled by Al analytics, fostering
sustainable fiscal management and strategic
resource allocation.

Overall Utility of Leveraging the Business
Canvas Model

Thus, the initiative for aggregating raw laboratory data
globally demonstrates deep and practical integration
across all nine elements of the CL2.0 business
canvas, strengthening the fundamental value
propositions, driving efficiencies, promoting effective
stakeholder engagement, and fostering continuous
innovation and sustainable value in laboratory
medicine and healthcare informatics.

Strategies for Securing Contributing Sites
through Mutual Benefit and Data Access
Incentives

To successfully aggregate globally sourced laboratory
data, the Project Santa Fe Foundation must
effectively secure participation from diverse sites
willing to share de-identified patient data. Below we
have outlined several strategies to achieve robust
participation from these sites, emphasizing mutual
benefits derived from accessing aggregated datasets.

Demonstrating Mutual Value through
Collaborative Research Opportunities

Institutions are more inclined to contribute data
when the collaborative benefits are explicitly clear
(9). Offering contributing institutions immediate
access to the aggregated datasets enables them to
engage in more robust, generalizable research
activities. Institutions recognize the added value of
combining their datasets with external sources to
achieve higher statistical power and generalizability
of research outcomes (10).

Facilitating Enhanced Diagnostic
Capabilities

Esteva et al. (2019) in their comprehensive overview
"A Guide to Deep Learning in Healthcare", published
in Nature Medicine (11), provide critical insights into
the role and potential of deep learning
methodologies when leveraged across multiple
contributing healthcare networks and institutions.
Specifically, they highlight the opportunity for
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improved predictive diagnostic algorithm
performance, when enabled by training with diverse,
aggregated data. This outcome represents a
compelling incentive for laboratories and healthcare
organizations to participate. Contributing sites can
directly utilize resultant predictive algorithms derived
from a plurality of contributing sites towards the goal
of improved local patient care, thus experiencing
tangible clinical and operational benefits.

Key Findings

Esteva et al. (11) identified several critical areas
where deep learning techniques have significantly
advanced healthcare:

e Medical Imaging: The application of
convolutional neural networks (CNNs) has
matched or exceeded human expert accuracy
in diagnosing conditions such as skin cancer,
diabetic retinopathy, and breast cancer,
primarily due to the availability of extensive
annotated datasets.

o Natural Language Processing (NLP): Deep
learning has effectively processed
unstructured text data in electronic health
records (EHRs), enhancing predictive
analytics such as patient outcomes and
adverse drug reaction detection.

e Reinforcement Learning: These methods
show promise in optimizing therapeutic
strategies and robotic surgeries through
adaptive learning from clinical interactions
and outcomes.

e Genomics: Deep learning approaches
facilitate genomic analysis, allowing precise
predictions about genetic variations and their
biological implications, critical for
personalized medicine advancements.

Implications for the CL2.0 Proposal

Esteva et al.(11) underscore the essential
requirement of comprehensive, diverse, and high-
quality datasets to achieve generalizable and
clinically impactful Al applications. A major barrier
identified is the limitation of models trained

exclusively on single-source data, often resulting in
reduced generalizability and applicability across
different populations or clinical settings.

The CL2.0 initiative’s proposed global aggregation of
laboratory data directly addresses these challenges.
By pooling de-identified data from diverse geographic
and institutional sources, the initiative aims to create
sufficiently robust and representative datasets to
support the development of highly generalizable and
clinically relevant Al tools. Esteva et al.’s findings
reinforce the necessity and significant value of
collaborative, multi-institutional data-sharing
frameworks, precisely the core principle underlying
the CL2.0 initiative.

Resource and Cost Efficiency

Participation in a global data aggregation initiative
can significantly reduce individual site expenditures
associated with maintaining comprehensive datasets
independently. Zech et al. (12) indicate that
institutions benefit from shared infrastructure and
reduced redundancy, creating efficiencies that
appeal to contributing laboratories.

Transparent Governance and Ethical
Assurance

Establishing transparent, ethical governance
structures as outlined by Challen et al. (8) fosters
trust among contributing institutions. Clearly
delineating data usage, ethical compliance, and
governance policies ensures contributing sites feel
secure about data stewardship and ethical integrity,
encouraging broader participation.

Global Compliance and Honest-Broker Layer.

To uphold the highest ethical standards across
jurisdictions, the CL2.0 governance model must
incorporate an honest-broker layer that
programmatically separates personally identifiable
information (PIl) from analytical datasets before they
enter the shared repository. This layer ensures
compliance not only with U.S. HIPAA regulations but
also with the European Union’s GDPR, emerging
African Union and ASEAN data-protection
frameworks, and ISO 27001 information-security
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controls. All data transfers therefore occur only after
de-identification or pseudonymisation, with robust
data-use agreements (DUAs) and institutional
review-board (IRB) oversight, guaranteeing ethical
integrity for cross-border research and clinical
deployment.

Core Elements of the CL2.0 Security &
Privacy Technology Stack

e Federated Identity and Access
Management (IAM) using SAML 2.0/0IDC to
enforce single sign-on and multi-factor
authentication across contributing sites.

e Attribute-Based Access Control (ABAC) that
evaluates user roles, data-sensitivity tiers,
and contextual factors (location, device
posture) before granting query privileges.

e End-to-End Encryption—TLS 1.3 in transit
and AES-256 (or stronger) at rest, with keys
managed via FIPS 140-2 hardware security
modules (HSMs).

e Automated De-identification and
Pseudonymisation Pipeline implementing k-
anonymity, l-diversity, and differential-privacy
noise injection prior to repository ingest.

e Secure Compute Enclaves (e.g., Intel SGX or
AWS Nitro) for high-risk analytics, preventing
data exfiltration during model training and
validation.

e Immutable Audit Ledger based on
blockchain-backed or WORM storage to
record every data access, transformation,
and export event for forensic review.

e Zero-Trust Network Segmentation with
micro-segmented VLANs and service-mesh
mutual TLS, limiting lateral movement in case
of breach.

e Role-Guarded API Gateway that rate-limits
queries, performs schema validation, and
blocks injection or enumeration attacks.

e Continuous Vulnerability Scanning &
Container Hardening via CIS-benchmarked
images and automated patch pipelines
(e.g., Falco, Trivy).

e Disaster-Recovery and Geo-Redundant
Backups encrypted at rest, with regular
ransomware-resilience drills and verified
restore points.

Recognition and Academic Visibility

Sites contributing data to global aggregation
initiatives can gain increased academic recognition
through co-authorship opportunities, research
collaborations, and participation in high-impact
studies (13). Highlighting these opportunities
effectively incentivizes site participation and
supports ongoing collaboration.

Engagement through Educational and
Professional Development Programs

Provision of training programs, workshops, and
educational resources built around the aggregated
datasets further incentivizes contributing
institutions. Institutions value professional
development opportunities that enhance staff
expertise in advanced analytical methodologies and
data science, and strengthening internal capacities.

Synergy with Business Canvas
Elements

Customer Segments

Aggregated global data provides substantial benefits
to diverse customer segments, including public
health systems, healthcare networks, and laboratory
professionals. Each segment gains access to richer,
more diverse datasets, enhancing their capabilities
for research, clinical application, and operational
decision-making.

Channels

Utilizing existing government healthcare channels,
academic networks, and international healthcare
conferences amplifies outreach efforts and ensures
widespread dissemination and uptake of globally
aggregated data initiatives. These established
channels facilitate effective communication and
collaboration across multiple healthcare sectors.
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Customer Relationships

Robust governance, transparency, and accountability
fostered by this aggregation initiative significantly
strengthen relationships among healthcare systems,
government agencies, payers, and the public. Trust
and confidence are built through open data
stewardship practices and collaborative governance
models, facilitating long-term engagement and
partnership.

Revenue Streams

The establishment of a global aggregated data
repository creates opportunities for sustainable
financial support through diverse revenue streams.
These include subscription-based access to
advanced Al tools and analytical services, grants,
research funding opportunities, and insurance
reimbursements aligned with improved healthcare
outcomes.

Key Resources

Successfully managing and analyzing aggregated
datasets requires substantial investment in key
resources, notably data science expertise, integrated
IT systems, and specialized Al infrastructure.
Leveraging these resources ensures robust and
secure data handling, facilitating effective data
analytics and clinical decision support.

Activities

Key implementation activities, such as public
awareness campaigns, Al model development and
validation, and comprehensive curriculum
development, directly leverage the aggregated data
repository. These activities collectively ensure
informed usage and widespread adoption of globally
aggregated datasets, significantly enhancing clinical

training, operational effectiveness, and patient
outcomes.

Partnerships

Global aggregation initiatives foster stronger
collaborations with diverse entities, including public

health agencies, payers, educational institutions,
and international healthcare organizations. These
strategic partnerships are essential for sustainable
implementation, continuous innovation, and broad-
scale impact.

Cost Structure

Aggregating laboratory data globally leads to more
efficient use of resources by centralizing data
management processes and reducing redundancy.
Centralized stewardship and streamlined data
integration processes result in lower operational
costs, optimized expenditure on infrastructure
development, training, and education programs.

Acknowledgements

The following individuals are acknowledged for their
contributions to the development, editing, and review
of this publication and the 9 step Canvas as part of
the Pathology Informatics Al Committee.

Octavia Peck Palmer, PhD, FADLM, Univ of Pittsburgh
Michael J. Becich, MD, PhD, Univ of Pittsburgh
Jessica Eisner, MD, BioPharm Consult
Michael Fraser, PhD, CAP

Eric Glassy, MD, American Board of Pathology
Eric Hsi, MD, Mayo Clinic

Brian Jackson, MD, ARUP

Raj Katarapu, Unity Population Health

Rob Monroe, Beckman Coulter

Joseph Schulman, Northwell

Meghan Thelen, bioMerieux

Mark Tuthill, MD, Henry Ford Health

Ed Yoon, MD, KP

The authors used Microsoft Copilot and Google
Gemini to assist with grammar correction, stylistic
refinement, and improving the flow of the
manuscript. These tools were used exclusively for
linguistic editing, and all scientific content, data
analysis, and conclusions were produced and
verified by the authors. The authors maintain full
responsibility for the final version of the manuscript.

© Project Santa Fe Foundation | cl2lab.org | Page 11


https://cl2lab.org/wp-content/uploads/2026/03/Framing-the-Movement-manuscript-w-Strategic-Glossary-031326.pdf

References

1. Osterwalder A, Pigneur Y. (2010). Business model
generation. A handbook for visionaries, game
changers, and challengers. Hoboken, NJ; John Wiley
& Sons.

2.Zech JR, Badgeley MA, Liu M, Costa AB, Titano JJ,
Oermann EK. Variable generalization performance of
a deep learning model to detect pneumonia in chest
radiographs: a cross-sectional study. PLoS Medicine.
2018;15(11):e1002683.
doi:10.1371/journal.pmed.1002683

3. Badgeley MA, Zech JR, Oakden-Rayner J,
Glicksberg BS, Liu M, Gale W, et al. Deep learning
predicts hip fracture using confounding patient and
healthcare variables. NPJ Digital Medicine.
2019;2:31. doi:10.1038/s41746-019-0105-1

4. Kelly CJ, Karthikesalingam A, Suleyman M, Corrado
G, King D. Key challenges for delivering clinical
impact with artificial intelligence. BMC Medicine.
2019;17(1):195. doi:10.1186/s12916-019-1426-2

5. Oakden-Rayner J. Exploring large-scale public
medical-image datasets: problems with the “collect
once, use many” model. Academic Radiology.
2020;27(1):106-112. doi:10.1016/j.acra.2019.07.002

6.Finlayson SG, Bowers D, Ito J, Zittrain J, Beam AL,
Kohane IS. Adversarial attacks on medical machine
learning. Science. 2019;363(6433):1287-1289.
doi:10.1126/science.aaw4399

7. Nestor B, Radhakrishnan P, O’Shea LB, Alexander
AK, Natarajan V, Raskar R, et al. Feature robustness
in medical imaging: evaluating cross-site
generalization of deep learning models. Radiology:
Artificial Intelligence. 2023;5(2):e220110.
do0i:10.1148/ryai.220110

8. R. Challen, J. Denny, M. Pitt, L. Gompels,

T. Edwards, and K. Tsaneva-Atanasova, “Artificial
intelligence, bias and clinical safety,” BMJ Quality &
Safety, vol. 28, no. 3, pp. 231-237, 2019.

9. A. L. Beam, G. Manrai, and . S. Kohane,
“Challenges to the reproducibility of machine
learning models in health care,” JAMA, vol. 323, no. 4,
pp. 305-306, 2020.

10. C. J. Kelly, A. Karthikesalingam, M. Suleyman,

G. Corrado, and D. King, “Key challenges for
delivering clinical impact with artificial intelligence,”
BMC Medicine, vol. 17, no. 1, pp. 1-9, 2019.

11. A. Esteva, A. Robicquet, B. Ramsundar, et al., “A
guide to deep learning in healthcare,” Nature
Medicine, vol. 25, pp. 24-29, 2019.

12. ). R. Zech, M. A. Badgeley, M. Liu, A. B. Costa, J. J.
Titano, and E. K. Oermann, “Variable generalization
performance of a deep learning model to detect
pheumonia in chest radiographs: A cross-sectional
study,” PLoS Medicine, vol. 15, no. 11, p. 1002683,
2018.

13. Z. Obermeyer, B. Powers, C. Vogeli, and

S. Mullainathan, “Dissecting racial bias in an
algorithm used to manage the health of populations,
Science, vol. 366, no. 6464, pp. 447-453, 2019.

»

© Project Santa Fe Foundation | cl2lab.org | Page 12


https://cl2lab.org/wp-content/uploads/2026/03/Framing-the-Movement-manuscript-w-Strategic-Glossary-031326.pdf

Endnote
LDLR/APOB mutations

e LDLR (Low-Density Lipoprotein Receptor)
mutations
Variants in the LDLR gene disrupt the structure or
function of the LDL receptor on hepatocyte
membranes. The receptor normally binds and
clears circulating LDL-cholesterol particles; loss-
of-function mutations reduce hepatic LDL uptake,
leading to markedly elevated plasma LDL-C and
the clinical phenotype of heterozygous or
homozygous familial hypercholesterolemia (FH).
Over 2,000 pathogenic LDLR variants have been
described, including missense, nonsense, splice-
site, small-indel, and large-rearrangement
mutations, each conferring variable reductions in
receptor activity.

e APOB (Apolipoprotein B-100) mutations
Pathogenic variants in the APOB gene—most
commonly the p.Arg3527GLln (R3500Q)
substitution—impair the ability of apolipoprotein
B-100 to bind the LDL receptor. Because apo B-
100 is the principal structural protein of LDL
particles, such “ligand-defective” APOB
mutations hinder receptor-mediated LDL
clearance, producing an FH-like
hypercholesterolemia known as familial defective
apo B-100.

Together, LDLR/APOB mutations account for the vast
majority of monogenic familial hypercholesterolemia
cases, leading to lifelong elevation of LDL-C and a
markedly increased risk of premature atherosclerotic
cardiovascular disease.

INT-proBNP (N-terminal pro-B-type natriuretic peptide)
—An inactive cleavage fragment released into the
bloodstream when ventricular heart muscle is stretched or
volume-overloaded. Serum NT-proBNP concentrations
rise proportionally with the severity of ventricular
dysfunction and are widely used for diagnosing heart
failure, stratifying risk, and monitoring response to
therapy.

eGFR (estimated glomerular filtration rate) - A
calculated index of kidney-filtration capacity, expressed in
mL-min~".1.73 m>. It is derived from serum creatinine (or
cystatin C) together with patient age, sex, and race using
equations such as CKD-EPI or MDRD. eGFR is the primary
metric for staging chronic kidney disease and adjusting
dosages of renally cleared medications.
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